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ATTACHMENT A

Montana State Homeland Security Program
Governor’s Funding Priorities

The State of Montana has developed capabilities critical to the prevention, protection, response,
recovery, and mitigation related to acts of terrorism and other catastrophic events. The following
priorities help sustain these capabilities while reducing identified gaps and vulnerabilities across the
state.

In consultation with the State Homeland Security Advisor, the Governor has prioritized the following
projects for FY20 State Homeland Security Program (SHSP) Grant. Projects will be funded in the priority
order listed.

State-Level Projects

Twenty percent of the total SHSP funds will be allocated to state-level projects. If the total amount of
grant funding available for state-level projects is not enough to fund all projects, the lowest priority will
be reduced or not funded. Remaining and reverted funds will be available for other state or local
projects.

Priority | Project Funding Recommendation

1 State Management & Administration 5% Max of Total FY20 SHSP

2 Montana Analysis & Technical Information Center (MATIC) $400,000

3 Dept. of Correction MATIC Support $90,000

4 OPI —School All-Hazard Planning $100,000

5 DMA Local Cybersecurity Assessments $30,000

6 DES Geographic Information System $30,000

7 Other State Agency Projects — HSA will recommend funding If State funds Remain
levels for the Governor’s consideration
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ATTACHMENT B

Montana State Homeland Security Program
Senior Advisory Committee Funding Priorities

The State of Montana has developed capabilities critical to the prevention, protection, response,
recovery, and mitigation related to acts of terrorism and other catastrophic events. The following
priorities help sustain these capabilities while reducing identified gaps and vulnerabilities across the
state.

In consultation with the State Homeland Security Advisor, the Senior Advisory Committee (SAC) has
approved the following projects for FY20 State Homeland Security Program (SHSP) Grant. Projects will
be funded in the priority order listed.

Local Projects with a Statewide or Regional Impact

Eighty percent of the total SHSP funds will be allocated to local projects. Projects listed below are
hosted at the local level, however they have either a statewide or regional impact. Remaining funds will
be available for local projects according to the guidance provided in Appendix C.

Priority | Project Funding

1 MATIC Information Liaison Officer (Helena PD) $110,000.00
2 Incident Management Development (total funding; not funding team) | $100,000.00
3 Incident Management — Situation Analyst Montana $70,000.00
4 National Mutual Aid System (NMAS) $30,000.00
5 Statewide Response Preparedness $300,000.00
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ATTACHMENT C

Montana State Homeland Security Program
FY20 Core Capability Priorities and Focus

The following Core Capabilities categories have been identified as priority funding areas for the FY20
SHSP. Categories are not listed in priority order. This is a starting point for prioritizing applications and
may be adjusted by the Senior Advisory Committee (SAC).

Category Core Capability

A Operational Coordination
Operational Communication
Cybersecurity
Public Information and Warning
Public Health, Healthcare, and EMS
Planning
Mass Care
Vulnerability Reduction

—|TO|MO|O|m

Funding priorities are determined using information collected from the Threat and Hazard Identification
and Risk Assessment and Stakeholder Preparedness Review submissions. Local projects must describe
the intent to close Core Capability gaps and enhance capacity. Applicants can submit SHSP projects
related to any of FEMAs 32 Core Capabilities, however preference will be given to priority funding areas.
Additionally, the SAC is not obligated to fund all projects associated with Priority Core Capabilities.

The Senior Advisory Committee (SAC) will prioritize local projects and provide a recommendation for
funding to the Homeland Security Advisor for approval. Criteria for rating projects is included in
Appendix E. The Montana Disaster and Emergency Services Division (MT DES) will pre-screen
applications to ensure projects are eligible and applications are complete.

As needed, the SAC will coordinate and gather input from subject matter experts associated with
priority core capabilities.

A complete list of FEMAs 32 Core Capabilities is found in Attachment F. Additionally, a description and
example of projects related to Priority Core Capabilities are listed below. Applicants are not restricted
to these example projects.

FY 2020 State Core Capability Priorities:
e Operational Coordination:
o Description: This capability includes establishing National Incident Management System
(NIMS) compliant command, control, and coordination structures, integrating critical
stakeholders to meet basic human needs, stabilize incidents, and transition to recovery.
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o Examples: resources to enhance Incident Command Post (ICP) and Emergency
Operation Centers (EOC); training and exercises for Incident Command System and
Emergency Operations Center management

Operational Communication:

o Description: This capability ensures that public safety agencies and affected
communities can exchange critical information when needed.

o Examples: repeaters, amplifiers, interoperable communication infrastructure, training
and exercises related to interoperable communication

Cybersecurity

o Description: This capability helps protect, and if needed, restore electronic
communications systems, information, and services from damage, unauthorized use,
and exploitation.

o Examples: Dual Authentication Systems, cyber training, cyber assessments, cyber
exercises.

Public Information and Warning:

o Description: This capability includes delivering timely and accurate information about a
real or potential hazard to the community, as well as the actions being taken and the
assistance being made available, as appropriate.

o Examples: Alert notification systems, social media tools, public siren system, PIO
training, Public Awareness Campaign(s); training and exercises to test Public Information
and Warning Systems, development of messaging procedures

Public Health, Health Care, and EMS:

o Description: This capability for SHSP funding is focused on Emergency Medical Services.
Provide lifesaving medical treatment via Emergency Medical Services and related
operations and avoid additional disease and injury.

o Examples: Licensing training, EMS focused planning, training and exercises

Planning

o Description: This capability includes strategic planning, preparedness assessments,
operational and tactical planning with defined outcomes. Process involves the whole
community including vulnerable populations.

o Examples: Emergency Operations Plans compliant with CPG 101 v2; COOP/COG plans,
evacuation plans, vulnerability assessments, economic recovery planning, shelter plans

Mass Care

o Description: Provide life-sustaining services, focusing on hydration, feeding, sheltering,
temporary housing, evacuee support, reunification, and distribution of emergency
supplies

o Examples: shelter kits; shelter generators; shelf stable products

Long Term Vulnerability Reduction

o Description: Build and sustain resilient systems, communities, critical infrastructure and
key resources to reduce vulnerability and lessen the likelihood, severity and duration of
adverse consequences.

o Examples: back up power to critical facilities; Community Emergency Response Team
development/sustainment
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ATTACHMENT D

Montana State Homeland Security Program
FY20 Template Letter of Support

LEPC /AGENCY/JURISDICTION
LETTERHEAD

Enter Date

Senior Advisory Committee
C/O MT DES

1956 Mt. Majo Street

Fort Harrison, MT 59636

Senior Advisory Committee Members:

[Your LEPC/Jurisdiction/Agency] is in support of [Agency/Organization Applying] application for the [Project
name] under the FY 2020 State Homeland Security Program grant.

Briefly describe the project and how this project will benefit your jurisdiction/organization. For example:

The Example County LEPC approves and supports the Requesting County DES application for the Public
Information and Warning System under the FY2020 State Homeland Security Program grant.

This project will upgrade the current Public Information and Warning System to bring it up to current
standards. The Public Information and Warning System will increase coverage within the jurisdiction as well as
improve the needed notification capacities needed within the community. With a population dispersed over a
large area, having an updated Public Information and Warning system will allow emergency manager, law
enforcement, responders, and jurisdiction officials to effectively provide information before, during, and after
an incident.

For questions regarding this letter of support please contact [contact person information]

Typed name and title of signature
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Point Scale

Dispersion of
Resources

Project will not knowingly
duplicate resources,
training, or equipment
currently available from a
contiguous entity.
Applicant provides strong
justification for the project.

Project duplicates
resources, training, or
equipment currently
available from a contiguous
entity. Applicant provides
strong justification for the
project.

Project will not knowingly
duplicate resources,
training, or equipment
currently available;
applicant provides
adequate justification for
the project

Project will not knowingly
duplicate resources,
training, or equipment
currently available;
applicant provides limited
justification for the project

Project duplicates
resources, training, or
equipment currently
available from a contiguous
entity. Applicant provides
adequate justification for
the project.

Project duplicates
resources, training, or
equipment currently
available from a contiguous
entity. Applicant provides
limited justification for the
project.

Applicant does not know if
project resources, training,
or equipment are available
from contiguous entities.

5

3

2

Resource
Utilization

Project benefit has a
statewide impact.
Resource, training, or
equipment can be shared
or utilized with entities
throughout the state.

Project benefit has a broad
impact. Resource, training,
or equipment can be
shared or utilized with
multiple contiguous
entities.

Project benefit has a limited

impact. Resource, training,
or equipment can be
shared or utilized with one
other entity.

Project only benefits the
host entity.




Point Scale

Dispersion of Eligible Homeland Security Projects

5

4 3

2 0

History of
Homeland
Security Award

Applicant has never, or
received a Homeland
Security Grant > 4 years

ago.

Applicant received a Applicant received a
Homeland Security Award > Homeland Security Award
3 years ago. within the last 2 years.

Applicant received a
Homeland Security Award
last year.

Identified Funding Priorities

5

4 3

Project supports a
statewide priority funding
area identified by the SAC.

Project supports a

Project supports a funding

. - Project not identified as a
area identified as a local )

THIRA/SPR The funding area is also statewide priority funding . R priority at the state or local

. . . . . . priority. See jurisdicitons

identified as a high priority area identified by the SAC. SPR level.

locally. See jurisdictions '

SPR.

10 8 4 2 0
Through multiple training, Through training,
exercises, real event, or exercising, real event, or L.
Through training,
needs assessments (other needs assessment (other .
. . exercising, real event, or

than SPR) the entity than SPR) the entity

. - . . . e . . needs assessment (other . .
Locally identified this project asa identified this project as a than SPR) the entit No locally identified Gap
Identified Gap  priority. Documentationis priority. Documentation is y identified

available in the form of
AAR/IPs, assessment
results, or equivalent
documentation.

available in the form of an
AAR/IP, assessment results,
or equivalent
documentation.

identified this project as a
priority. Documentation is
not available.

22




Point Scale

Project Sustainment & Milestones

5 4

3

Sustainment
Plan

Detailed maintenance,
support and sustainment
plan has been developed
and is likely to be
implemented without using
future State Homeland
Security Program grant
funding

Maintenance, support and
sustainment plan has been
developed and is likely to
be implemented but may
require State Homeland
Security Program grant
funds

Maintenance, support and

sustainment plan is limited. Maintenance, support and
May require State sustainment plan is not
Homeland Security Program addressed

grant funds.

10 8

4

Milestones are clearly
described and account for
all project activities, can be
realistically be achieved

Milestones are clearly
described and account for
most of the project
activities to be achieved

Milestones are described
and account for some of

the project activities to be  Milestones and outcome

Milestones
within the period of within the period of achieved within the period are vague.
performance, and have a performace and have a of performace and outcome
detailed measurable measureable outcome for is vague
outcome for the project the project
Core Capability Narrative & Project Description
Score 0-10
Costs Are the project costs reasonable, necessary, allowable and the project appears to be cost effective given the budget and project description
Score 0 -15 | Score 0-7
Regular Project Standard Equipment Projects
Standard Equipment (SCBA, hand held radios, PPE, etc)
How well did the applicant describe the vision to
revent, protect, or reduce the impact to communit
How well did the applicant describe a strong vision to P J P ! . P . .y
. ] population from terrorism or catastrophic events with
m prevent, protect, or reduce the impact to community . .
Vision or this project

population from terrorism or catastrophic events with
this project

(Projects falling within the category of Standard
Equipment are still eligible to recieve funding, but are
considered a lower priority for funding)

Project Activities - By POETE (See Application Guidance for full details) 23




Point Scale

POETE
Considerations

Score 0 -5

Planning

Organization Support

Equipment

Training

Exercise

* Applicant describes a
project related to updating
the THIRA, SPR, COOP,
EOPs or similar document.
e Applicant describes their
intent to ensure planning
projects conform to CPG
101 guidelines.

* Applicant describes their
intent to ensure broad
stakeholder involvement

¢ Applicant describes their
intent to validate their
planning project by no less
than a tabletop exercise.

¢ Provides details for
contractual services for
assessments, plan updates,
training or exercise
development (if applicable)

¢ Applicant provides
detailed travel costs
associated with their
project. International
travel is not allowed
without DHS/FEMA
preapproval.

¢ Provides details for
personnel costs and are
permitted for specific
activities: training and
exercise coordinators,
program managers for
activites directly associated
with SHSP funded activities,
intelligence analysts, and
statewide interoperability
coordinators.

¢ Applicant provides AEL #
for equipment associated
with the project with
documentation.

* Applicant includes
installation and training on
the equipment in the total
cost.

¢ General maintenance and
repairs are not allowed.

e Communication projects
must be in compliance with
SAFECOM - Interoperable
Communications
Equipment such as VOIP,
bridging, or gateway
devices.

e Equipment must not
supplant routine
equipment lifecycle
maintenance or
replacement

¢ Applicant describes how
the training addresses an
identified gap in the State
Preparedness Report (SPR),
Training Exercise Plan (TEP),
or other formal assessment.
e Training is sponsored by
DHS/FEMA or partner
program, or, is approved by
MT DES.

¢ Provides details for
Contractual services (if
applicable)

¢ Applicant describes their
intent to utilize HSEEP to
accomplish their project.

¢ Applicant describes their
intent to submit an AAR/IP
to MT DES.

* Applicant describes how
the project supports the
local TEP.

¢ Applicant describes the
excecise scope and size,
involvement with multiple
stakeholders, and their
intent to validate existing
capabilities.

¢ Provides details on
Contractual services for
exercise development,
delivery, and evaluation (if
applicable)

24




ATTACHMENT F

Montana State Homeland Security Program
Core Capability Definitions

Planning — Systematically engage the whole community, as appropriate, in the
development of executable strategic, operational, and /or tactical-level approaches to
meet defined objectives.

Public Information & Warning — Deliver coordinated, timely, reliable and actionable
information to the whole community regarding any threat or hazard, actions being
taken, and the assistance being made available. Distributed information must be clear,
consistent, accessible, and culturally and linguistically appropriate.

Operational Coordination — Establish and maintain a unified and coordinated
operational structure and process, integrating all critical stakeholders and supporting
the execution of core capabilities.

Forensics & Attribution — Conduct forensic analysis and attribute acts to their source
(including means and methods) in an effort to prevent initial or follow-on acts and/or
develop counter-options.

Intelligence & Information sharing — Provide timely, accurate, and actionable
information by gathering, analyzing, consolidating, and sharing raw data and
information, from numerous sources, among Federal, State, Tribal, local and/or private
sector entities, as appropriate.

Interdiction & Disruption — Delay, divert, intercept, halt, apprehend or secure threats
and/or hazards. Activities include detection and investigation of potential terrorist
activities.

Screen, Search & Detection — Discover, locate and identify threats and/or hazards
through active and passive surveillance and search procedures. This may include the use
of systematic examinations and assessments, biosurveillance, sensor technologies, or
physical investigation and intelligence.

Access Control & Identity Verification- Apply and support necessary physical,
technological, and cyber measures to control admittance to critical locations and
systems, limiting access to authorized individuals carrying out legitimate activities.
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10.

11.

12

13.

14.

15.

16.

17.

18.

Cyber Security — Protect against damage to, unauthorized use of, and/or exploitation of
electronic communications systems and services and the information contained therein,
while allowing information and systems to be restored, if needed.

Physical Protective Measures — Implement and maintain risk-informed
countermeasures and policies protecting people, borders, structures, materials,
produces and systems associated with key operational activities and critical
infrastructure sectors in order to reduce or mitigate risks.

Risk Management for Protection Programs & Activities — Identify, assess and prioritize
risks prior to an event to prioritize Protection activities and investments.

. Supply Chain Integrity & Security — Strengthen the security and resilience of the supply

chain, which includes food and agricultural production, food processing facilities,
laboratory surveillance, transportation, retail points, public notification, and domestic
and international confidence in the US food supply.

Community Resilience — Enable the recognition, understanding, communication of, and
planning for risk, and empower individuals and communities to make informed risk
management decisions necessary to adapt to, withstand and quickly recover from future
events.

Long-term Vulnerability Reduction — Build and sustain resilient systems, communities,
critical infrastructure and key resources to reduce vulnerability and lessen the
likelihood, severity and duration of adverse consequences.

Risk & Disaster Resilience Assessment — Assess risk and disaster resilience so decision
makers, responders, and community members can take informed action to reduce risk
and increase resilience.

Threats & Hazard Identification — Identify threats and hazards that occur in the
geographic area, determine the frequency and magnitude, and incorporate this
information into analysis and planning processes in order to clearly understand the
needs of a community or entity.

Critical Transportation — Provide transportation (including infrastructure access and
accessible transportation services) for response priority objectives, including the
evacuation of people and animals, and the delivery of vital response personnel,
equipment and services.

Environmental Response/Health & Safety — Conduct appropriate measures to ensure
the protection of the health and safety of the public and workers, as well as the
environment, from all-hazards in support of responder operations and the affected
communities. Provide protective guidance, training and resources to responders and
affected communities. Minimize exposure to environmental public health hazards, i.e.
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19.

20.

21

22.

23.

24,

25

26.

contaminated food, air, water, waste, debris and hazardous waste. Manage the
consequences of hazardous materials release, including conducting searches of
suspected sources, testing and identifying substances, identifying isolation perimeters,
decontamination procedures, and the notification of proper authorities.

Fatality Management Services — Provide services including decedent remains recovery
and victim identification. Work with local, state, tribal and federal authorities to provide
mortuary processes, temporary storage or permanent internment solutions, sharing
information with mass care services for the purpose of reunifying family members and
caregivers with missing persons/remains, and providing counseling to the bereaved.

Fire Management and Suppression — Provide structural, wildland, and specialized
firefighting capabilities to manage and suppress fires of all types, kinds and complexities
while protecting lives, property, and the environment in the affected area.

. Infrastructure Systems — Stabilize critical infrastructure functions, minimize health and

safety threats, and restore systems to support a viable, resilient community.
Stabilization activities include damage and safety assessments, and the repair of
infrastructure for oil, gas, electric, telecommunications, drinking water, wastewater, and
transportations systems.

Logistics and Supply Chain Management — Deliver essential commodities, equipment,
and services in support of impacted communities and survivors, to include emergency
power and fuel support, as well as the coordination of access to community staples.

Synchronize logistics capabilities and enable the restoration of impacted supply chains.

Mass Care Services — Provide life-sustaining services, focusing on hydration, feeding,
sheltering, temporary housing, evacuee support, reunification, and distribution of
emergency supplies.

Mass Search & Rescue Operations — Deliver traditional and atypical search and rescue
capabilities, including personnel, services, animals, and assets to survivors in needs, with
the goal of saving the greatest number of endangered lives in the shortest time possible.

. On-scene Security, Protection & Law Enforcement — Ensure a safe and secure

environment through law enforcement and related security and protection operations
for people and communities located within affected areas and also for response
personnel engaged in lifesaving and life sustaining operations.

Operational Communications — Ensure timely communications in support of security,

situational awareness, and operations among and between affected communities and
all response forces.
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27.

28.

29.

30.

31.

32.

Public Health, Healthcare & Emergency Medical Services — Provide lifesaving medical
treatment via Emergency Medical Services and related operations and avoid additional
disease and injury by providing targeted public health, medical, and behavioral health
support, and products to all affected populations.

Situational Assessment — Provide all decision makers with decision-relevant information
regarding the nature and extent of the hazard, any cascading effects, and the status of
the response.

Economic Recovery — Return economic and business activities, including food and
agriculture) to a healthy state and develop new business and employment opportunities
that result in an economically viable community.

Health & Social Services — Restore and improve health and social services capabilities
and networks to promote the resilience, independence, physical and behavioral health,
and well-being of the whole community.

Housing — Implement housing solutions that effectively support the needs of the whole
community and contribute to its sustainability and resilience.

Natural & Cultural Resources — Protect natural and cultural resources and historic
properties through appropriate planning, mitigation, response, and recovery actions to
preserve, conserve, rehabilitate, and restore them consistent with post-disaster
community priorities and best practices and in compliance with applicable
environmental and historical preservation laws and executive orders.
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ATTACHMENT G
REQUIRED

Montana State Homeland Security Program
FY20 Template LEPC Project Priority

AGENCY OR JURISDICTION
LETTERHEAD

Enter Date

Senior Advisory Committee
C/O MT DES

1956 Mt. Majo Street

Fort Harrison, MT 59636

Senior Advisory Committee Members:

[Your LEPC/Jurisdiciton/Agency] has reviewed and approved the following applications for consideration for
funding under the FFY20 Homeland Security Grant.

Priority Applicant Agency Project Name Funding Amount Requested
1
2

3

Typed name
COUNTY XXX LEPC Chairperson
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